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Purpose

The Caledon Public Library Board is committed to providing welcoming and safe spaces for
library users and staff. In specific circumstances video recording is one of the tools that the
library will use in the interest of ensuring safe and welcoming spaces, public safety and the
protection of property.

This policy outlines Caledon Public Library’s use of video surveillance equipment and ensures
that the Library follows the guidelines set out by the Information and Privacy Commissioner
of Ontario, and the obligations under the Municipal Freedom of Information and Protection
of Privacy Act (MFIPPA), without compromising the safety of library visitors, staff and
premises.

Scope

This policy applies to all video surveillance systems operated by the Library located inside
library locations. This policy does not apply to situations where staff record a specific event
such as a program or presentation or to cameras outside library locations operated by the
Town of Caledon. Video surveillance will not be used to track or monitor the performance or
conduct of library employees

Guidelines
Lawful Collection of Personal Information

Any recorded data of an identifiable individual qualifies as “personal information” under
MPFIPPA. Security cameras can be used to collect personal information about identifiable
individuals. Caledon Public Library has determined that it has the authority to collect
personal information in accordance with the MFIPPA. Pursuant to section 28(2) of the
Ontario MFIPPA, “no person will collect personal information on behalf of the organization
unless the collection is expressly authorized, used for the purposes of law enforcement or
necessary to the proper administration of a lawfully authorized activity”.

Privacy Assessment

Prior to installation of video surveillance equipment, the Library must ensure that the use is
justified on the basis of verifiable specific reports of incidents of crime, significant safety



concerns, or for crime prevention. Effects that the video surveillance system may have on

personal privacy must be minimized.

Notice of Collection

The Library will post visible signage at the public entrance of locations with video

surveillance systems indicating that cameras are in use. The signage must satisfy the

notification requirement under subsection 29 (2) of MFIPPA, which includes:

e The legal authority for the collection;

e Principal purpose for which the personal information is intended to be used; and

e Thetitle, business address and business telephone number of someone who can
answer questions about collection.

Access and Use of Video Records

Vi.

Vii.

The information collected through video surveillance is used only:

a. to provide law enforcement agencies with evidence related to an incident

under investigation;
b. toinvestigate a critical injury as defined by and reported to, the Ministry of
Labour;

c. torespond to a request for information under MFIPPA,;

d. toaidin the investigation of an insurance claim;

e. toaid in the deterrence of inappropriate and unlawful conduct; or

f. asrequired by law.
Authorized staff may access real-time camera feeds only as is reasonably necessary
to implement this Policy. Every reasonable effort shall be made to ensure that this
feed is monitored in a location that is not accessible to other staff or visitors.
Access to video records shall be restricted to the Chief Executive Officer (CEQ)/Chief
Librarian or delegate, and only in order to comply with the responsibilities as
outlined in this Policy.
The Library must maintain a log that records all activities related to security cameras
and records. Activities include all information regarding the use, maintenance, and
storage of records and all instances of access to, and use of, recorded material,
including the name of the person accessing the system. All logbook entries will detail
staff name, date, time, date and time of incident, requestor, badge number or
investigation number (if applicable) and note regarding the request for footage.
Storage devices that are not in use will be located in a locked, access-controlled
area.
The Library will take all reasonable efforts to ensure the security of records in its
control and ensure their safe and secure disposal.
Security camera records will be retained for a maximum period of 30 days, except in
the case of a criminal, safety, or security investigation by a law enforcement agency



or the Library. In these cases the appropriate information may be stored for up to
two (2) years from the conclusion of a criminal matter for which the information was
used.

Request for Disclosure

The process for requesting to access personal information is referenced within the Caledon
Public Library Privacy Policy (CPL-15.01).

All formal requests must be addressed to the Caledon Public Library’s CEQO/Chief Librarian,
who serves as the Freedom of Information Coordinator. Each request will be reviewed to
determine if the Library will release the requested information. Written notice by the CEO
will be provided to the individual or group submitting any request.

The CEO/Freedom of Information Coordinator can be contacted at:

Office of the CEO and Chief Librarian
Caledon Public Library

150 Queen Street South

Bolton, Ontario L7E 1E3
ceo@caledon.library.on.ca

Access Request: Law Enforcement

If access to a video record is required for the purpose of a law enforcement investigation the
requesting officer must complete the Disclosure of Personal Information Form and forward
it to the CEOQ/Chief Librarian or designate. The CEO/Chief Librarian or designate will provide
the recording for the specified date and time of the incident, subject to MFIPPA exemptions.
The CEO/Chief Librarian, where possible, will take steps to limit the release of individuals not
deemed to be part of the investigation.

Application

All staff will be made aware of this Policy and their responsibilities under the Policy and
obligation to comply with the Policy. All staff will be provided with the information and
training they need to meet the requirements of the Policy.

Breach of Policy

A library employee who becomes aware of any unauthorized disclosure of a video record,
and/or a privacy breach must ensure the CEQ/Chief Librarian is immediately informed of the
breach. The following actions will be taken:
e Library staff with take all reasonable actions to recover the and limit the records
disclosure;
e Affected partied whose personal information was disclosed will be notified;



If applicable, and upon confirmation of the existence of a privacy breach, the
CEO/Chief Librarian or designate will notify the Information and Privacy
Commission of Ontario (IPC) and work constructively with IPC staff to mitigate
the privacy breach, and to review the adequacy of privacy protection with the
existing Policy;

The CEO/Chief Librarian or designate will investigate the cause of the disclosure
with the goal of eliminating potential future occurrences;

The result of a breach of policy may result in disciplinary action up to and
including dismissal, as per the guidelines of the Caledon Public Library Personnel
Policy (CPL-16-09).

Annual Audit and Evaluation

An “Annual Post-Installation Review” form will be completed by the CEQO/Chief Librarian or

delegate to ensure:

a.

that the video surveillance continues to be justified (i.e. should its use be
restricted)

that all requests made have been properly tracked

that all signage is properly placed, secured and visible

that surveillance images being the subject of a request are properly secured,
stored and protected

that surveillance images not being the subject of a request are properly
destroyed in accordance with the Board’s Retention Schedule.

Related documents

e Municipal Freedom of Information and Protection of Privacy Act, R.S.0. 1990, c. M.56

e Guidelines for Using Video Surveillance, Information and Privacy Commissioner of Ontario, 2015

e Caledon Public Library Privacy Policy (CPL-15-01)
e Caledon Public Library Personnel Policy (CPL-16-09)



